Best Practices Guideline for Managing Open Source
Applications

Streamlining Open Source Management Practices

In order to extract the maximal returns from open source
applications, organizations must: (1) Create a cross-functional governing
body to oversee all open source Initiatives and (2) Design and institute

effective and comprehensive open source policies.

Steps to Consider

1. Create a cross-functional governing body to.oversee all

open source initiatives: To ensure effective management of open
source applications, organizations should form a cross=functional
governing body composed of individuals from the following groups:
finance and budgeting, enterprise architecture, application
development, legal, end-user support, human resources, procurement,
operations and executive management. The primary responsibility of
this Open Source Management Team{(OSMT) is to ensure that proper
due diligence and quality-assurance is applied and all appropriate
polices and procedures are followed. The OSMT will also work in
tandem with the Open Source Support & Development Team
(OSSDT)—qgroup of internal developers—to certify and approve the
usage ofiany new open source application, as well as to validate any
modifications made to existing open source applications. Key
Responsibilities of the Open Source Management (OSMT) and
Support & Development Teams (OSSDT) includes:

1.1 The Open Source Management Team (OSMT) is responsible
for:

o Designing and instituting all open source policies, processes,
and procedures

o Ensuring that all open source initiatives are in line with

organization’s underlying strategic objectives
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o Creating an inventory of all open source applications used

within the organization

o Providing a website to enable open source users to

communicate and share information

o Building and monitoring a central repository that stores all
information about approved open source utilities, standards,

tools, and documentation

o Constantly looking at what peer companies are doing and
utilizing industry research to identify open source management

best practices

o Conducting regular code reviews to ensure that open source

policies and standards are adhered to

o Creating a set of legal guidelines and educating developers

on the legal risks associated with open source

o Studying approved open source applications’ licensing

agreements to form appropriate legal guidelines

1.2 The Open Source Support & Development Team (OSSDT) is

responsible for:
o0 Training staff on key open source applications

0 Presenting business value of open source application to the

OSMT to obtain executive buy-in

o Pioneering to find utilities that both solve any particular
problem facing the organization and meet existing open source

standards

o Continually monitoring the Web for any new developments,
and checking with OSMT to see if anything warrants extraction

and support
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o Distributing approved open source applications and

formulating documentation to guide end-users

o0 Maintaining approved open source applications through

code and security reviews

1.3 Lines of Communication in a Progressive Open Source
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Every developer (or team of developers) is assigned one open

source application, and maintains contact with the external development

community that specializes in work related to that application. Each

developer therefore communicates with all other developers (through the

Open Source Support and Development Team (OSSDT)), his individual

open source application development community, and the Open Source
Management Team (OSMT).
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Constantly menitor open source
application communities to identify
utilities that could potentially solve

particular preblems facing the _'.

arganization

Formulate a set of standards

governing the use of the application,
store it in both the open source

repositery and website, and e

distribute a paper copy to all

developers
I 8

!

Formally introduce the application to
the appropriate end-users, and

conduct user awareness sessions I

teaching them both how to use the
application and the legal

implications of its misuse E

Continually review and update open
source policy documents to ensure
that the organization does not

infringe upon any licensing 1—

agreement

|1E
_

Onee an open source application

that meets an erganizational need

has been found, form a business

case for intreducing the application

to the company and present it to the
OSMT —

2

Onece the open source application
has been approved by the O5MT,
compile all the appropriate technical

documentation and store in both the  sffe—

open source repository and the
internal website [r—

7

2. Design and institute effective and comprehensive open source policies

Verify that the application will work
with existing and future architectura

3

Learn the names and reputation of
the source and origin of the
application, as well as the names of
the contributors and developers and
perform the necessary due diligence

Assess the application’s licensing
agreement with the aim of
completely understanding all legal

l 4

ramifications of deploying it within
the organizaticon
P

6

Check the history of the open source
application with the Free Software
Foundation for any patent
infringement claims and negotiate
for indemnification from liabilities
and support from the creator o
source code

Assign the application to one developer
{or teamn of developers depending on
the size and structure of the LT.

organization), whose responsibility it is —

to continually interact with the
respective development community
and to watch for any updates or

patches that may be useful to the
organization 10

Consult with the OSMT after making
modifications to ensure that
everything is done according to the
relevant licensing agreement

15
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Conduct regular code and security
reviews to ensure that the
application is up-to-date and being
maintained effectively

11

When modifications are essential,
either make the changes through the
application programming interfaces
[APIs) that are exposed or, if current
APls are not useful, to present a

case fo the develope r community for
P

future adoption of APls

14

5

If an update is found that could
potentially benefit the organization,
present a business and operations
case to the OSMT to obtain executive
bary-in for the required modification

l E

Where the expertise and willingness
to work with the 085 community
exist, engage with the appropriate
development community with the
stipulation that the enterprise is
willing to feed back the modifications
it has made to the source

13

— Tasks to be completed by the Open Source Support and Development Team [OSS50T)

Black — Tasks to be completed by the Ope n Source Management Team (OSMT)
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Practice Profiles

1. Create a cross-functional
governing body to oversee
all open source initiatives

Fidelity (Industry: Financial Services)
created an Open Source Support
Center to approve open source code
before deploying it, and to validate any
modifications made before sending it
back to the appropriate development
community. FMR Also created a central
repository linked to all development
communities so as to pinpoint.any
necessary updates or patches.

Anthem ((Industry: Health care)
created a team-of enterprise architects
in charge of identifying appropriate
open source applications from the Web
and presenting the business case to a
cross-functional open source steering
committee. Anthem also launched a
website to store all information about
open source utilities, standards, tools,
and documentation. In addition, the
company formed a governing body to
ensure that proper due diligence is
applied and to enforce appropriate
policies and procedures.

Texas Instruments (Industry:
Electronics) formed a technology group
aimed at verifying the feasibility and
usability of open source applications,
as well as approving and launching the
application. The company also created
a website to present all open source
standards, and to advertise frequent
user awareness meetings and training
sessions.

2. Design and institute
effective and
comprehensive open
source policies

FMR (Industry: Financial Services)
heavily integrated its legal department
into its open source practices to create
a set of legal guidelines to govern the
use of open source applications within
its infrastructure.
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Texas Instruments (Industry:
Electronics) formulated a set of
standards to regulate the use of open
source applications, and to use as a
benchmark when deploying new
utilities within its software environment.
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